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Overview

The CTU-13 dataset consists of multiple PCAP (Packet Capture) files, 
each corresponding to various botnets used 

- The focus is on detection, and prevention, of botnet behavior 
based on various traffic features found in realistic traffic 
scenarios

Research aimed to:

● Identify traffic patterns in botnet activity

● Differentiate between malicious and normal traffic

● Examine the differences between various botnets



Dataset Features

The CTU-13 dataset includes traffic from 13 
botnet scenarios and normal traffic.
Packet-level details:

● Timestamps

● Source and Destination IP addresses

● Ethernet Source and Destination addresses

● Communication protocols

● Packet sizes

● Network flags and metadata



Research Questions

What patterns can be identified in botnet traffic?
Explore unusual packet sizes, frequent connections, and protocol usage

How can we visualize differences between safe and 
malicious traffic?

Use visual techniques (histograms, time-series graphs, scatter plots, ect) to highlight 
differences

What data-driven differences exist between different 
botnet families?

Identify unique characteristics in packet size, traffic frequency, and protocol use



Dataset Overview

Analysis of 7 Botnets
 [Neris, Rbot, Virut, DonBot, Sogou, Murlo, NSIS.ay, and a Combined Dataset]



Methodology

- TShark was used to extract data from the .pcap files, converting to CSV for analysis

- Utilised the web based analysis tool Jupyter Notebook

- Data was processed using Python libraries (numpy, pandas, matplotlib, scipy) 

Data Cleaning:
● Handle missing values in protocols, packet sizes, and IP addresses

Statistical Analysis:
● Descriptive statistics for traffic patterns (mean, min, max, standard deviation, distribution)
● Outlier detection using the IQR method to identify anomalous traffic
● Temporal analysis to identify peak botnet activity by hour and day
● Protocol analysis for understanding botnet preferences



Data Extraction and Processing

The botnet .pcap conversions were done using TShark to easily extract the relevant data I needed for this analysis.
Fields being analyzed are as follows: (frame.time, ip.src, ip.dst, ip.len, ip.proto, tcp.srcport, tcp.dstport, eth.src, eth.dst, udp.srcport, udp.dstport, udp.length, 

icmp.type, icmp.code, icmp.seq, dns.qry.name, dns.qry.type, and dns.a) with the data using a capture packet amount of -c 100000 packets.

here the (all_botnet_captures.pcap) file contained a grouping of all pcap captures which all analyzed the same fields, however, this capture only received part of the 
results compared to the other captures. 

This might have been due to the large packet size as the tshark functions did not limit the total packets during the conversion through -c <number>. But the results 
could have also derived from the merging process used.

mergecap assumes that all packet captures are already correctly ordered, which was to be expected. 
However the conversion of the captures left some errors while being applied to Jupyter Notebook.







Statistical Metrics

Mean Packet Length (bytes)
The mean packet length is the average size of the packets being 
transmitted, and it reflects the overall traffic type.

Min Length (bytes)
The minimum packet length helps us understand the smallest packet 
transmitted during the botnet activity. Small values (close to 0) might 
indicate ping-like activity (ICMP packets, for example).

Max Length (bytes)
The maximum packet length is useful for identifying anomalies or 
large-scale operations like data exfiltration or payload delivery.

Standard Deviation (bytes)
Standard deviation measures the variability or spread of packet sizes. 
A higher standard deviation suggests that the botnet generates a wide 
range of packet sizes, possibly due to multiple types of attack 
methods being employed.



Protocol Distribution Findings

- TCP: Dominant across Neris, Virut, and 
Sogou for stable communication

- UDP: Heavily used by Rbot for high-volume 
DDoS attacks

- SMTP: Found in DonBot, used for 
spam-based operations (59.9% of traffic)

- ICMP: accounts for (48.5%) of Rbot traffic, 
reflecting its role in diagnostic and network 
reconnaissance activities

- SNMP: usage is prominent in Rbot (45.7%), 
suggesting possible exploitation of network 
monitoring systems

- HTTP: dominates in NSIS.ay, Sogou, and 
Virut (46.7%, 32.1%, 23.8%) for C&C 
communication

- HTTPS: plays a major role in DonBot, Neris, 
and Virut (22.7%, 22.3%, 18.6%), likely for 
encrypted data transmission



Outlier Patterns

Malicious traffic shows high variability and outliers in packet sizes, unlike safe traffic:

Outliers in Packet Length: Graphs from Combined Data:



Temporal Traffic Patterns



Visualizing Collective Differences 
Analysing All Scenarios



Visualizing Differences (Safe vs 
Malicious Traffic)

Dataset Neris (botnet-capture-20110810-neris.pcap): Dataset Rbot (botnet-capture-20110815-rbot-dos.pcap):Dataset Virut (botnet-capture-20110815-fast-flux.pcap):



Dataset DonBot 
(botnet-capture-20110816-donbot.pcap):



Dataset Sogou 
(botnet-capture-20110816-sogou.pcap):



Dataset Murlo 
(botnet-capture-20110816-qvod.pcap):



Dataset NSIS.ay 
(botnet-capture-20110819-bot.pcap):

Hour     Total Length
20    73097271.0



Conclusions

● The CTU-13 dataset reveals clear distinctions between botnet and normal traffic 
through protocol usage, packet size variability, and temporal patterns

● Insights into specific botnet behaviors provide a foundation for improving 
detection techniques

● Understanding botnet characteristics enhances network resilience and reduces 
the risk of large-scale attacks



Recommendations

Detection Strategies
Implement anomaly-based monitoring to flag packet size outliers and protocol misuse

Focus on high ICMP/UDP traffic for detecting DDoS botnets like Rbot

Monitor DNS and HTTP traffic for signs of C&C communication

Future Enhancements
Develop machine learning models to predict botnet activity based on traffic features

Incorporate Pearson’s Correlation Coefficient


